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MIDTERM OVERVIEW

* 50 minutes

* Closed book, closed notes
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* Covers topics in lectures, projects and homeworks M“"ERM'/IS cqmmn,
* Not intended to test things you can easily look up

* If something seems like you could Google it in a second, ask JZ
* Mixture of straightforward questions and conceptual thought questions

e Bonus Question: name all three TAs for CSE 461

* Keith, Patrick, and Nat
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* Used by applicatiOnS

- * Protocol is arbitrary N e .
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Handles issues related to routing on the network
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'+ Data treated as packets -' RN
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‘Error-correcting codes to account for line noise
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At this level, data consists of frames Y =
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» Actual electrical or wireless oscillations
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 Sockets
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Bonus Quest|0n can you gues-s what deV|ce 4Q 2? 07 a0:21:07 is?
* Nintendo Wii U NIC (40:f4:07 belongs to Nmtendo)
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. Bonus Questlon do you know what 8.8.8.8 |s§

. Google DNS IP address (8.8.8.0-8.8.8.255 belongs to Godgle)
, . « L

5
. -
. -
--------
------------



A

4

oappllcatlons e . .

n.

Bohus Questlon what appllcatlon uses port 1314‘?

e Kazaa
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Allows data to be sent with file descriptor-like structures

-

« Bonus Quéstion : name two valid type -argume:'hts you can specify for a socket

« SOCK_STREAM, SOCK_DGRAM, SOCK_SEQPACKET, SOCK_RAW
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UDP VS. TCP

Unreliable
Connection-less
No acknowledgements

No flow control

No sequence numbers

Reliable
Connection-oriented
Acknowledgements
Sliding window

Sequence numbers
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‘Shannon’s theorem
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0 “Bandwidth” and‘ “bitrate” are often used interchangeably; this is a different definition

>

'+ Bonus Question: what’s the frequency range abd bandwidth of 802.11 b/g? ,
« 2.4 GHz to 2.5 GHz; 100 MHz ). | i 1_
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W ‘ mlght Iatency vary between plng tests?
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Bonus Questlon what’s the round -trip time to Voyager 1, at 19 billion km from Earth? Light speed is
300,000 km/s.

o 126,666 s, or just over 35 hours
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* Flow control
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' Bandwidth-delay product = th
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~« Kind of like: Volume of a,pijpe"= area * Ién*' M - | ERial
* Channel utilization = (data in flight at any given time) / (bandwidth-delay product)
. If ybu’re using stop-and-wait and only sending 1KB at a time over a 1MBps channel with latency of 10s,

~ what’s the channel utilization?

e 1/(1024 * 10) = ~0.01%
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.° AG= Blog2(1+S/N)
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 What are the implications of this?
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NYQUIST RATE

To recover a waveform, the sampling rate must be at least two times the
highest frequency

* Telephone sampling rate is 8kHz; what are the implications of this?

What sampling rate would be required to recover all frequencies audible by
humans? (Up to 20kHZ)

* Audio CDs use 44.1kHz sampling rates for this reason
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i 3 'Data comes as a stream, chunked into defined lengths
. ’Conne.ctions are reused, reduciﬁg overhead i

*  Some pipelining possiBIe, but limited (HOL blocking)
HTTP2.0 |

*  Reduces latency through compression

*  Allows asynchronous sending/multiplexing
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PARITY BITS

NOT SURE IF GORRECT
MESSAGE

* Bits check parity on a set of bits

e Even parity: bits add to 0
o4

* Odd parity: bitsadd to 1

e Multipl ity bits ( dd bits/ bits, etc.) ;
e s OR TWO OEMY;BITS GOT
* What parity bit would need to go in the x to achieve FI.'IPPEI]
oL

even parity? memegenerator.net

* 0010101x
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Each data bit is checked (with even pa;ityy ch i'ts that make up its “power of two” sum

P - i :
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. E.g., for data bit 7, add to sum for parity bits 4 + 2 2 1

«  Possible to recover from single errors by readin;g check bits in reverse order and putting a 1 for each bit that is
incorrect (this is the “error syndrome”) 8

. Hvamming distance: minimum number of bit flips necessary to change one string into another
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What are the possible problems with thls? How m=any bit flips
does it take to break it?

. Susceptlble to Iots of different types of bifflip errors . !

*  Only takes 2
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in-the-middle attacks

. ‘ "-‘:‘_ l_@?-.». v .-.'. E
-+ Cryptographic hashing .
' B 4
* Very, very hard to reverse
* Digital signatures

. Public/private key encryption
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* Receiver must receive a certain minimum number of segments before sender can send new data

P Used incp - ¢ . T e : o
« Cumulative ACKing \ . E : ﬁ\
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'+ ACKing a sequence number means you’ve received all data preceding that sequence number
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- * Why does the registration server need to be idempotent? ,

* ldempotent: can be applied multiple times without changing the result beyond the initial application //\
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' an E ernet cabIe is plugged into the dev1ce
an then sticks with it. 802.11 devices,

ﬂ' rate to use for the next short while, adjusting that

he' ot
| . f' sly.talk to the AP to choose a
'raté up nd down as they please | i A
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Why is it a good |dea for 802.11 to repeatedly choose transmission rates? Why is it not a good idea for
Ethernet to do this? (Discuss with someone near you.)
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1SN ates. L nlgss 8 11 . d choose between wide coverage at low rates
d high rates at low coverage Dyn nic adaptation le "‘* it try to achieve both. Ethernet operates in a much
~ more constralned environment, with strict limits 0 .jgnal quality imposed by the specification. The
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eceiver are using ti | i @*I with cumulative ACKs. The receiver has a bug

vher repeats the last ACK it sent whenever it ha '-% eceived a data frame in the last 10 msec. The S
I mry ‘connection is bad enough that some data and ACK rames may be lost. Will the sender and receiver
achleve rellable transmission? Will this protocol fall? ? (Discuss with someone near you.) g
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ve reliab ansn ;, those described. The extra ACKs will
‘simply repeat a previously sent ACK. They won’t affect the sender’s window; the sender will view them as RSN
“duplicate ACKs and drop them. | R
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.a 1 Project 1 yo our code sent UDP packets fro " a server. If we were to look at the bits actually | T4,
' emg . rrred‘on the wire (assummg we're usmg a J d network) we'd find the destination IP address and
port were part of the bits being sent. Did the bits on fhe wire also carry a destination MAC address, or not? -
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glefel ow protocols speufy a sending windo d 3 receiving window. Can it ever be useful for the Sigk 1S
dow? Briefly explain your answer.
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_ dmg win ow it of ta that can be in flight but unacknowledged. The
- receiver v mdow is a limit on the memory availak e for b uffering and reordering. If the receiver is capable
i .of consui'nlng each incoming frame basically as it ar yes it could have a very small receive window. In that
~ case, the send window could be Iarger than the recelve to allow frames to be in flight (on the wire). .
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